1. BcE SSH

R1#conf t

R1(config)#int s1/0

R1(config-if)#ip add 10.1.12.1 255.255.255.0
R1(config-if)#no shut

R1(config-if) #exi

R1(config)#ip domain-name cisco.com  ---------- NER AT E — M4, ]
PLA A Z 26 th 2 T X A
R1(config)#crypto key generate rsa  ---------- AN rsa BRI

The name for the keys will be: R1.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024 ---------- WEHHN 1024 i1

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

*Mar 1 00:59:17.179: %SSH-5-ENABLED: SSH 1.99 has been enabled

PS: 7& Cisoc * rsa (¥ 360-2048 %4, ZHEIEMREEZ: VUK H A H %A
S REHRINE AL, 2 P LTV 1) =ML A 1% E AL A FF 2R & EdE, £
i H CRIAAE RSPk A SdE, W SEBL BN SRAGE, R AL 5S40,

R1(config)#line vty 0 15

R1(config-line)#login local ~  =--------- T BT A o B, RIS A G 2 1
Fr M,

R1(config-line)#transport input none ~ ---------- K VTY HAth [z 2 5 F il
R1(config-line)#transport input ssh ~ ---------- fic B R Ao iF SSH & 3%, R HAthiz

FEEFTTAAAEH, W telnet.
R1(config-line)#exi

R1(config)#username admin password admin ---------- B B B
R1(config)#enable secret cisco ---------- WE R Y
R1(config)#ip ssh version 2~ =-----mmo- W B SSH fiiA S
R1(config)#end

R1#

2. G
R2#telnet 10.1.12.1
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Trying 10.1.12.1 ...

% Connection refused by remote host

R2#

R2#ssh -l admin 10.1.12.1

Password: A% admin A A %465 admin
Ri>en

Password: BANZRL R 1Y cisco

R1#

ssh —KHC & R

S F N4, hostname xxxx

AN 44 ip domain-name

B RSA % 4%f:  crypto key generate rsa

BONEPIRE, BN 512, #1024

B & F 4 %469: username xxx password Xxx

N3 : line vty 0 4

FoYF ssh 4. transport input ssh

AT ssh AN 2: ip ssh version 2
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